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Summary  
Applications for well-being and well-working typically consume all kinds of context or sensor 

information such as location, calendar info, and heart rate. Due to the privacy-sensitive nature of 

this information, end-users must be given control over which applications and users get access to 

(which part of) this information. Current solutions do not offer this or only provide some form of 

(policy-based) pre-provisioning of privacy policies. These solutions are too static and do not 

empower the user. In the SWELL project we envision a new approach which complements pre-

provisioning with direct user interactions in which the user is contacted by the service platform 

when an application requests access to certain context information, for instance "Is your colleague 

William allowed to see your location?". There are however several challenges we need to address to 

realize this new approach, which we do in the Document at hand. In Chapter 1 we describe the 

SWELL use case and the economic, political and technical context in which this use case is placed. In 

Chapter 2 we assess nine existing cases of informed consent, outside the SWELL domain, based on a 

framework containing six criteria for assessing informed consent. Based on the best practices and 

the lessons learned from these cases we define a set of guidelines for informed consent. We 

enriched the set of guidelines with examples based on the SWELL use case. 
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1 Introduction 
In the project SWELL, a range of well-being and well-working applications are envisioned that involve 

sharing of personal information in different contexts, including medical, working and home contexts, 

and involving different social contexts. In order to preserve the privacy of the individuals using the 

SWELL applications, the policies that govern what information may be shared must be maintained in 

a manner sensitive to the context in which the application is used. In the previous deliverables of the 

privacy work package of the SWELL project (Bokhove et al., 2011; Hulsebosch et al., 2012a; 

Hulsebosch et al., 2012a), we discussed general requirements for following the Context Aware 

Adaptive Privacy approach (D4.1), a broad inventory and discussion of privacy control mechanisms 

(D4.2), and technological issues and challenges when implementing this approach (D4.3).  

The present deliverable is strongly related to the broad inventory D4.2 of privacy control 

mechanisms, but is focused on the key concept of informed consent. In the recent letter on e-privacy 

policy by the Dutch Cabinet to the Parliament, the key challenges for creating user trust in the way 

personal data is handled are:  

- giving users control over the way their personal data is handled,  

- transparency on how it is handled,  

- and accountability of companies.1  

This report focuses on the combination of control and transparency, usually taken together as 

informed consent. 

The report is split into two main parts: an assessment of several commonly used informed consent 

mechanisms, and a discussion of how to design an optimal informed consent mechanism for 

context-aware privacy policies in applications such as SWELL. The assessment of existing 

mechanisms is used to base the design on currently available best practices, along with the 

knowledge developed in the earlier deliverables of this work package.  

1.1 SWELL use case 
The following use case is illustrative for the privacy challenges en solutions SWELL aims to address: 

John is a 37 years old employee at ministry of economic affairs. John is an obese patient and the past 

months his health and work have suffered a lot from this disease. After consulting his physician, John 

has decided to buy an activity monitor device that senses his activity patterns. A mobile app comes 

with the monitor that actively tracks John’s activity patterns and makes recommendations based on 

the inputs to lower the risk of obesity.  

Besides input from the activity monitor device, the mobile app, during installation also asks for other 

input sources such as his phone’s GPS information and Outlook Calendar. John allows the app to 

consume this information as it will lead to a better way of monitoring and controlling obesity. 

                                                           
1
 Dutch Ministry of Economic Affairs, Brief Kabinetsvisie op e-privacy: op weg naar gerechtvaardigd 

vertrouwen, 24 May 2013. Accessible online (in Dutch): 
http://www.rijksoverheid.nl/bestanden/documenten-en-publicaties/kamerstukken/2013/05/24/kamerbrief-
met-kabinetsvisie-op-e-privacy/brief-kabinetsvisie-op-e-privacy-op-weg-naar-gerechtvaardigd-vertrouwen.pdf 

http://www.rijksoverheid.nl/bestanden/documenten-en-publicaties/kamerstukken/2013/05/24/kamerbrief-met-kabinetsvisie-op-e-privacy/brief-kabinetsvisie-op-e-privacy-op-weg-naar-gerechtvaardigd-vertrouwen.pdf
http://www.rijksoverheid.nl/bestanden/documenten-en-publicaties/kamerstukken/2013/05/24/kamerbrief-met-kabinetsvisie-op-e-privacy/brief-kabinetsvisie-op-e-privacy-op-weg-naar-gerechtvaardigd-vertrouwen.pdf
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The general practitioner has a similar application and has asked John to give him access to his 

activity patterns so he can keep an eye on John’s progress. John authorizes his app to share the data 

with the physician. This data is stored in John’s personal cloud. The cloud provider allows John to 

control his sharing of personal information with other parties. Also John’s boss wants to know how 

he is progressing. John authorizes the personal data store to share only the progress reports with his 

boss and not the actual activity patterns. Moreover, John also gives the data store consent to share 

the progress data with a neighbour in his street who also suffers from obesity. This neighbour also 

shared his data with John allowing them to see who is doing best in their battle to control obesity. 

Both patients experience the competition part of the app as a useful feature to continue controlling 

obesity.  

After several months John is feeling fitter than ever. The obesity control application seems to work. 

Both John’s physician and boss are satisfied. John decides that both observers do not need to have 

access to his activity patterns anymore and via the dashboard functionality of the app he revokes the 

consent given to them. The consent given to the neighbour remains as John still likes the competition 

effect. As a matter of fact, he has become a close friend to his neighbour and since the regularly 

meet, John decides to give him also access to his Calendar information. This will make it easier for 

them to make a new meeting appointment. 

Several weeks later, John receives a consent question that asks him to share his obesity progress data 

with CBS for statistical purposes. The consent stresses that data will be handled in an anonymous 

manner to preserve the privacy of John. By giving consent, John receives a discount code for Bol.com 

diet books. 

In addition to the use-case described above, the conceptual plans for a SWELL demo provide some 

insights as to what is involved in using an envisioned SWELL application, as shown in Figure 1 and 

Figure 2. 
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Figure 1: Concept of SWELL application usage 
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Figure 2: Concept of SWELL application usage (part 2) 

1.2 Current international, economic and political playing-field  
Currently, in the world-wide discussion about big data, the economic potential of big data has a 

central position. When it comes to personal data as exemplified in the use case in the previous 

section, this is in principle a sensitive topic, especially with respect to the health-related data that 

have a central position in the project SWELL. However, we will see that for most end-users the 

economic use of some types of personal data (for instance for process automation, personal data 

driven R&D, user enablement and secondary monetization (BCG, 2012, p. 105)), when handled with 

care and when involving the user in a proper way, is not a no-go area at all.  

At the moment  the retail sector and the internet sector (e-commerce, web 2.0 and online 

info/entertainment) are the sectors that are most experienced in tapping data ecosystem 

opportunities such as sharing data with third parties (BCG, 2012, p. 9). Financial services and Telco & 

Media are mainly using the data for internal purposes such as R&D and delivery optimization. It is 

expected that this use of data can be optimized by these and other sectors and that the total 

economic value of personal data will be 330 billion euro in 2020 (BCG, 2012, p. 8) 

In a recent report of the World Economic Forum (WEF) the following is stated: “A new approach to 

personal data is needed that is flexible and adaptive to encourage innovation, but also protects the 

rights of individuals.” (WEF, 2013, p.4). 

The WEF emphasizes the importance of a focus on the use of data and on principled and flexible 

governance. Principles enable the flexibility for innovation. They help to assess the risk of specific 
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forms of data analytics.  A shift should be made protecting individuals from all potential risks to 

facilitating the responsible use of data. According to the WEF the policy of deleting data by default in 

all contexts may be economically harmful. Useful, profitable and unanticipated future uses of data 

should be given a chance (WEF, 2013, p. 12). 

These principles should reflect social and cultural norms: 

“Principles have been and need to be a core part of the future governance of the personal –

data ecosystem. Principles can set the foundation for trustworthy data and help empower 

users. But principles alone are not enough. Combined with technological solutions and 

accompanied by underlying tools such as codes of conduct, they cannot only provide the 

flexibility required in a fast-moving connected world, but also enable the accountability and 

enforceability needed to cultivate trust. Identifying and refining the principles that reflect 

societal and cultural norms and ensuring ways to uphold them will enable trustworthy data 

practices, persuading individuals to be more willing to share data about themselves.” (WEF, 

2013, p. 15) 

In 1980 the OECD Privacy Principles were published. The WEF clustered existing OECD principles into 

three broad categories (WEF, 2013, p.16): 

- Protection and Security 

- Accountability and enforcement  

- Rights and responsibilities for using data  

The principles themselves are future work (WEF, 2013, p. 24). When these principles have been 

developed, they will probably be the first world-wide initiative. Some bilateral agreements exist, but 

nothing global or transnational (IIC, 2012 p.42). Some generic principles were formulated by the 

Boston Consultancy Group (BCG, 2012, p.114): 

1. Engage the customers for sustainable personal data usage  

2. Take accountability for a trusted flow of data 

3. Increase data security in order to safeguard digital identity 

4. Build a data-driven organisation, not just a data-driven IT-department 

 

Below we will discuss in more detail why in order to maximally benefit from the economic potential 

of personal data, it is essential to properly actively involve and inform the user.  

1.3 Empowering users 
Nowadays, so much data is being captured and stored that it changed the way we look at the world 

around us. Data is gathered by mobile devices, software logs, cameras, microphones, RFID-readers, 

wireless sensor networks, etcetera. This results in an ever, and increasingly growing bulk of data that 

has an enormous potential social and economic value. It lead, for instance,  to new kinds of business 

models, it made life easier for us and it made organisations work more efficiently. Google is one of 

the most prominent examples of organisations that showed us how big data can be monetized. 

However, this development does not only have enormous potential social and economic benefits. It 

also comes with potential drawbacks. Especially when it comes to the personal data that is being 

collected. The large-scale capturing and storage of personal data severely influenced the discourse 
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about privacy. It opened the discussion about rules, regulations and principles, about accountability 

of the organisations involved and about security. An extra challenge in this debate about privacy is 

the fact that data is being collected in a complicated, networked environment, where several 

organisations collaborate, deliver services and share (personal) data. This differs significantly from 

the situation in which personal data used to be collected, namely one organization collecting 

information about individuals, mostly by letting clients fill in forms and most of the time without a 

need or wish to share this data with other organizations. 

Here we will focus on the user side, on how we can empower the user to decide in a user-friendly 

way whether or not to share specific data in a specific situation with specific organisations or people. 

We think that the pre-provisioning of privacy preferences – users giving their preferences before 

they start using a service – that is currently en vogue is not suitable in the networked and data-

intensive world of today and that an on-going communication on privacy preferences of a system 

with the user is needed. 

1.4 The importance of context-based informed consent 
The Boston Consultancy Group (BCG, 2012) performed a user study in 2012 on the basis of which it 

was concluded that the majority of the Europeans (88%) that are online considers one or more 

industries or sectors, such as insurance and online shops, a threat to their privacy. In an earlier 

study, Eurobarometer, in 2010 this was only 70%.  

In this context of a public that is becoming more and more aware of privacy issues, this means that 

service providers soon will run the risk to experience disadvantages when they are not trustworthy 

or transparent. Transparent behaviour of service providers will become beneficial, especially when 

clients can choose alternatives that are more transparent and trustworthy. 

At the moment the majority of the users is unaware of the fact they are not only actively providing 

data, for instance by filling in online forms, but also passively, for instance when their behaviour in a 

web shop is being logged. Also, they are not aware that new data is being inferred on the basis of 

the data they provide. Much of the current regulation is  not aimed at passive data and inferred data 

(IIC, 2012, p. 40). 

Both qualitative (IIC, 2012) an quantitative (BCG, 2012) research shows that users want more control 

over their personal data, and that this would help to make them more willing to share their personal 

data with organisations.  

Also, users will become more and more aware that they can use their identity as a currency. Users 

that have control over their data are up to 52% more willing to share their data (BCG, 2012, p.41) 

But what exactly is this value that users can get in return for this currency? “The value for individuals 

includes the consumer surplus of Internet services, lower prices (or taxes), resulting from 

organisations passing back efficiency gains they derived from personal data; and time savings 

achieved via self-service and other digital-identity applications.” (BCG, 2012, p. 56) 

In the remainder of this report we will focus on ways to optimize the value users get from their 

personal data and minimize the potential dangers by actively informing and involving users in the 

process of creating value with their personal data. Since it is of major importance not to ask too 

much time and effort from the user, we will focus on:  
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1. Context-information that can help to decide for the user based on earlier user decisions and  

2. an understandable and concise presentation of information and questions.    

1.5 Research aims and approach 
The present deliverable is the last in a series of four theoretical reports on context-aware privacy 

management for SWELL applications. The problem that this deliverable aims to address is the 

following: 

The pre-provisioning of privacy preferences that is currently en vogue is not suitable in the 

networked and data-intensive world of today. A more continuous but non-intrusive 

communication on privacy preferences of a system with the user is needed. 

In order to find a solution to the identified problem, the following research question is central in this 

deliverable: 

How can health-related applications that collect data about users by means of sensors, 

mobile apps and desktop software, be made more transparent and informative for the user 

with respect to what kind of data they collect and what they do with it (e.g. sharing data with 

third parties) and make it possible for users to make well-informed decisions about whether 

or not to share personal data with organisations or applications? 

The main approach used to create this deliverable is desk research, along with several brainstorm 

sessions. A combination of academic research, reports of related studies, and key policy documents 

were used as sources for the desk research. The list of sources used is included in the references 

section at the end of this report. 
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2 Best Practices for Informed Consent  
It is important for users of SWELL applications to understand why, where and how their data is being 

processed. They also must have the possibility to give or withhold consent to such processing. 

Otherwise the SWELL users don’t have meaningful control over their personal data, which is 

essential in the sensitive context of health-related personal data. This combination of transparency 

and control is usually described as ‘informed consent’. Consent is meaningless if the user is unable to 

know or understand what he or she gives consent to. 

In this chapter we assess a set of digital consent mechanisms used by people in everyday practice in 

order to learn more about what works and what does not work as informed consent. First we discuss 

our assessment framework, based on a model of informed consent that was developed by Friedman, 

Felten, and Millett. We then introduce a set of different and popular consent mechanisms, and 

provide the assessment results for each of these mechanisms. Based on this assessment, we draw 

conclusions on what approaches with regards to informed consent are best practices and may be 

used for context-based informed consent in SWELL applications. 

2.1 Assessment framework 
The proposed EU Data Protection Regulation2 describes in chapter II a number of rights of the data 

subject. Among these rights are a right to be adequately informed of any processing of data relating 

to the subject ‘using clear and plain language, adapted to the data subject.’3 The Regulation also 

details what information the data subject should receive, including who processed the data, whom it 

will be shared with, for what clearly defined purposes the data is collected, etcetera. In addition, the 

Regulation defines a number of rights for the data subject to rectification and erasure of personal 

data processed by a data controller, and states that processing is only lawful if the data subject has 

given consent to the processing of his or her data for one or more specific purposes. It should be 

clear, therefore, that a good implementation of the principle of informed consent is key both in 

achieving compliance with regulations and in gaining the user’s trust. 

We base our division into different components  of informed consent on a model of informed 

consent for information systems by Friedman, Lyn and Miller. The model is based on a model 

developed by in 2000 by Friedman, Felten, and Millett4 and distinguishes six components: 

 Disclosure 

 Comprehension 

 Voluntariness 

 Competence 

 Agreement  

 Minimal distraction5 

                                                           
2
 The full text of the proposed Data Protection Regulation (2012) is accessible online, with explanations, at: 

http://ec.europa.eu/justice/newsroom/data-protection/news/120125_en.htm 
3
 EC, 2012, Proposed Data Protection Regulation, Article 11 / 15 

4
 Batya Friedman, Edward Felten, and Lynette I. Millett, “Informed Consent Online: A Conceptual 

Model and Design Principles,” CSE Technical Report (Seattle: University of Washington, 2000). 
5
 Friedman, Batya, Peyina Lin, and Jessica K Miller, “Informed Consent by Design,” No. 2005, 2005, pp. 503–

530. 

http://ec.europa.eu/justice/newsroom/data-protection/news/120125_en.htm


SWELL D4.4 Guidelines for (context-based) informed consent in wellbeing applications 

13 
 

 

The first two components (disclosure and comprehension) refer to informed consent, while the 

following three components (voluntariness, competence and agreement) refer to consent. The final 

component recognizes the importance of the tasks that users want to perform in an application or 

using a service. These six components of informed consent describe in essence a best practice for 

informed consent mechanisms: a good mechanism incorporates all the components. 

In our assessment we use the model of informed consent as an assessment framework, and the six 

components as criteria defining whether a consent mechanism is a best practice with regards to 

informed consent. In the following subsections we give a brief description of each of the criteria, 

based on the model by Friedman, Lyn and Miller. 

2.1.1 Disclosure 

Disclosure refers to providing the user with accurate information about the benefits and harms that 

might reasonably be expected from giving consent. A consent mechanism should address the 

important values, needs and interests of the individual. It is worth noting that these will vary 

between different cultures6 and different contexts.7 

Moreover, the disclosure should be complete in that it should answer the following questions: 

 What information will be collected? 

 Who will have access to the information? 

 How long will the information be archived? 

 What will the information be used for?  

 How will the identity of the individual be protected? 

2.1.2 Comprehension 

Another criterion for informed consent, in addition to complete disclosure, is that the disclosure 

should be understandable for users. In other words, a user should be able to comprehend the 

information that is provided about the benefits and harms that go along with disclosing the personal 

information. 

2.1.3 Voluntariness 

The voluntariness of a consent mechanism refers to the extent in which an individual could 

reasonably resist giving consent, if he or she would want to. The opposite of voluntariness is 

coercion or strong manipulation. The options that are offered may be manipulated, encouraging 

certain choices or behaviours.  

2.1.4 Competence 

Competence is somewhat different from the other criteria in that it refers to the characteristics of 

the individual providing consent. Competence refers to possessing the mental, emotional, and 

physical capabilities needed to give informed consent. As a criterion, competence refers to the 

extent to which a consent mechanism is accessible and usable for individuals with different levels of 

                                                           
6
 Dourish, P. 2004. What We Talk About When We Talk About Context. Personal and Ubiquitous Computing, 

8(1), 19-30. Dourish, P. and Anderson, K. 2006. 
7
 Nissenbaum, Helen F., Privacy as Contextual Integrity. Washington Law Review, Vol. 79, No. 1, 2004. Available 

at SSRN: http://ssrn.com/abstract=534622 
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competence. The issue of competence is mostly discussed in the context of children, but is also 

relevant for persons with mental disabilities, or even simply for individuals with no technical 

background. 

2.1.5 Agreement 

The agreement criterion refers to a reasonably clear opportunity for the user to accept or decline to 

share personal data. If a consent mechanism has implemented agreement well, that means that the 

opportunities to accept or decline are: 

 visible; 

 readily accessible; and 

 on-going (that is, if necessary users should be asked for consent not only when they start 

using a system (pre-provisioning) but every time the situation changes, for instance when 

additional data will be collected or additional organisations will be involved). 

2.1.6 Minimal distraction 

The last criterion is at odds with the other criteria, in that it refers to meeting the other criteria of 

disclosure, comprehension, competence, voluntariness, and agreement without overwhelming the 

user or diverting him or her from the task at hand. Although important, in most applications privacy 

controls are a side issue in an application that has a different aim. A consent mechanism that scores 

high on minimal distraction does not interrupt or distract the user. However, a certain level of 

distraction is unavoidable if the other criteria are to be met. 

The set of five ‘pitfalls’ that designers should avoid when designing an user interface with privacy in 

mind described by Lederer et al. also contain three that are highly relevant for reconciling minimal 

distraction with the other criteria: 

1. Designs should not require excessive configuration to manage privacy but rather should 

enable users to practice privacy as a natural consequence of their normal engagement with 

the system; 

2. Designs should not forgo an obvious, coarse-grain mechanism for halting and resuming 

disclosure; and 

3. Designs should not inhibit users from transferring established social practice to emerging 

technologies. 8 

 

                                                           
8
 Scott Lederer, et al., Personal Privacy through Understanding and Action: Five Pitfalls for Designers, in 8 

PERSONAL & UBIQUITOUS COMPUTING 440 (2004). 
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2.1 Practical Use Cases 
It is the aim of the SWELL applications as currently envisioned in this project to be integrated in daily 

work practice and private life, while running on mainstream mobile and desktop platforms that are 

already integrated in daily work processes. Therefore, we review a selection of nine well-known and 

mainstream informed consent mechanisms, because such forms of consent will most likely be 

integrated in the future SWELL applications. These mechanisms will be evaluated for their quality in 

terms of application and integration of informed consent. 

The nine informed consent use cases can be categorized into five categories: 

1. Privacy policies and agreements 

a. Creating a Google Account 

b. Creating a Microsoft account 

2. Website Cookie Controls 

a. Dutch Public Broadcast Website Cookie Controls 

b. British Telecom Website Cookie Controls 

3. Consent on Mobile Devices 

a. Android App Installation Consent 

b. Google Latitude Location Information Quality Control 

4. Sharing Consent in Social Networks 

a. Google Circles Social Networking Sharing Settings 

b. Facebook Social Networking Sharing Settings 

5. Authorization for Sharing Information with Third Parties 

a. Twitter authorization for third party access 
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2.1.1 Creating a Google Account 

As one of the dominant service and application providers on the internet and a company that has 

through trial and error experimented with privacy control approaches, Google is a logical place to 

start looking for best practices in 

informed consent. 

Google users may use a single account 

to access many of Google’s services, 

including the social network Google+, its 

search engine, Google Docs, and others.   

Creating such an account is a relatively 

simple affair, requiring the user to fill in  

small form including the name, 

username and password, birthday and 

gender.  

The mechanism used when creating an account for giving consent to the use of personal information 

is similar to many other services and is shown in Figure 3. The privacy policy that may be read by 

clicking on the blue link is formulated in relatively accessible language (it starts with stating “We’ve 

tried to keep it as simple as possible, but if you’re not familiar with terms like cookies, IP addresses, 

pixel tags and browsers, then read about these key terms [through the link] first”).  The policy 

provides relatively complete information, but does not state how long the information will be 

archived.  

Additionally, a checkbox is shown that is already checked that gives the user a somewhat more fine-

grained control. 

2.1.2  Creating a Microsoft account 

As a competitor to Google that offers many similar services, Microsoft also allows individuals to 

create an account that is useable for many different services on the internet, including Hotmail, 

SkyDrive, and XBOX Live gaming services. The process of creating an account is straightforward, and 

similar to creating a Google account. The user needs to enter some personal details, including name, 

birthdate, and gender. 

 

The mechanism used for giving consent is shown in Figure 4. It is similar to the mechanism used 

when creating a Google account, with some differences.  Unlike the mechanism used by Google, the 

Figure 4 – Consent when creating a Microsoft account 

Figure 3 – Consent when creating a Google 
account 
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user may not choose here whether information is used for personalizing content. A different 

checkbox is present, however (also already checked), that subscribes the user to a mailing list. 

Finally, it is worth noting that there is no “I do not agree” choice. 

The ‘privacy and cookies statement’ link leads to a single-page summary of highlights of the privacy 

policy, formulated similarly to the Google privacy policy. 

2.1.3 Dutch Public Broadcast Website Cookie Controls 

The second mainstream informed consent mechanism, is the use of cookies by websites. Per 2012, 

Dutch law requires websites to ask explicit permission for storing cookies (except for those cookies 

that are required to make the website work). 

Cookies are small files placed on the user’s 

computer that enable website owners to 

construct user profiles or track visitors 

online behaviour (e.g., their use of search 

engines and other websites). Because of this 

website owners are required to inform their 

visitors about the type of cookies that may 

be installed, the purpose for which they are 

collected, the origin of the cookie and the 

possibilities of opting out. In The 

Netherlands, the sudden presence of cookie 

alerts on virtually all websites has stirred a 

heated debate about how informed consent 

should take place in practice. 

Figure 5 shows how the Dutch Public 

Broadcast websites have implemented the 

consent mechanism for cookies. The information is brief, and states that the cookies “are impossible 

to link to an individual since they do not store personal data.”  This is not entirely correct, however, 

as some of the cookies that are installed are tracking cookies that allow tracking of user behaviour 

across multiple sites, which may result in the user being identifiable by a combination of his or her 

activities on different websites. The pop-up is obtrusive, blocks access to the entire website, and 

contains a single button for the “yes” choice, and no button for a “no” choice. 

Figure 5 – Cookie use consent by Dutch Public 
Broadcast 
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2.1.4  British Telecom Website Cookie Controls 

The website of the British Telecom shows a pop-up to the user on the bottom-right of the browser 

window up when the user visits its site for the first 

time, as shown in Figure 6. When clicking the 

‘change settings’ button, a different pop-up 

dialogue is shown (Figure 7).   

The mechanism used here for giving consent for 

storing cookies on the user’s computer is quite 

different from the previous example. The pop-up is 

less obtrusive, yet clearly visible. In addition, the 

settings may be adjusted at any time.  

 

Instead of a single button, the 

controls used here offer three 

different choices: (1) use only the 

‘strictly necessary’ cookies, (2) 

cookies for additional 

functionality, and (3) cookies for 

personalized advertising. A slider 

allows the user to easily select 

one of the three choices, and a 

display below the slider gives 

direct feedback on the 

consequences of each choice. 

The only drawback of this 

mechanism is that the 

information that is provided is 

not entirely complete, in that it 

does not explain who the data is 

shared with and how long it will 

be stored. 

Figure 6 – Cookie controls pop-up 

Figure 7 – Cookie control slider 
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2.1.5 Android App Installation Consent 

Smartphones and tablets are computer devices that in recent years have rapidly become the most 

heavily used computers. Many users consider their smartphone 

a very personal device, which should not be used by other 

persons. A typical smartphone or tablet contains many sources 

of personal information, including sensors such as GPS or gyro, a 

camera, e-mail and a calendar.  

Smartphones and tablets allow the user to install applications or 

“apps”. When a user wants to install an app on an android tablet 

or smartphone, for example through the use of the Google Play 

store, a consent screen is shown which gives an overview of the 

access the app will have to different sources of data and 

capabilities of the device. In theory, this allows the user to make 

an informed choice on whether the personal data use and 

access to device capabilities is acceptable. 

The information that is provided is very limited, however, 

showing only the sources of information and not what the 

information is used for or whom it is shared with. The level of 

control is also not fine-grained, allowing the user to only accept 

the sharing of all requested sources, or not use the app. In practice, this mechanism is often 

complemented by other mechanisms that are specific to the app that is being installed, such as 

agreement to a privacy statement. 

2.1.6 Google Latitude Location Information Quality Control 

In addition to the consent mechanisms used when installing apps or creating an account, some apps 

allow fine-grained control over what personal information is 

released. One such way to control personal information 

disclosure is to alter its quality.  

The Google Latitude app allows users to share their location 

with other users, such as friends or family. The mobile device on 

which the app runs knows this location based on the GPS sensor 

or other location sensors.  

The Latitude app allows the user to determine whether or not 

the location data is shared, but also at what granularity: the best 

available location (which may be accurate up to the meter in the 

case of GPS), at the city level, or no sharing. This is shown in 

Figure 9. The setting may be changed at any time, and for 

specific ‘friends’.  

 

 

 Figure 9 – Sharing settings 
for location 

Figure 8 – Consent when 
installing Android apps 
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2.1.7 Google Circles Social Networking Sharing Settings 

Social networks are based on connecting people and sharing personal information with each other. 

A user may share messages, photos or other media 

through a social network site. Google also has a social 

network service called Google+.  

Google+ allows users to select whom to share 

information with using the concept of “circles”. A circle 

is basically a group of other users such as colleagues or 

friends (which may partially overlap). A user may assign 

social contacts to one or more of these circles using an 

intuitive drag & drop interface, as shown in Figure 10. 

After configuring these circles, the user may use the circle concept to control who information, such 

as a news update or item of interest, is shared with. This is done by selecting one or more of these 

circles to share with, as shown in Figure 11. 

 

Here the user is in full control over what to share with whom.  This is partly because the user is the 

party actively initiating the sharing of personal information, but this mechanism is nevertheless a 

good example of a compromise between the different criteria including comprehension, 

voluntariness and minimal distraction. 

Figure 10 – Google+ circle 
configuration 

Figure 11 – Selecting what circles to share 

with in Google+ 
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2.1.8 Facebook Social Networking Sharing Settings 

After Google+ introduced the circles concept and this turned out to be a useful mechanism, 

Facebook implemented something similar, called ‘smart lists’.  

Smart lists are groups of other users, such as close friends or 

family, as pictured in Figure 12. The user can assign Facebook 

friends to different lists, by assigning a list to a user. This 

approach is somewhat more involved than the Google+ 

drag&drop interface, but in essence works the same. 

When posting an update, the user can then select which lists 

to share the update with. Also, access to things such as photo 

albums may be controlled using lists. The mechanism for 

selecting the specific lists to share with is practically identical 

to the one used in Google+ (and many other interfaces). This is 

depicted in Figure 13. 

 

 

Figure 13 – Selecting lists to share with on Facebook. 

Figure 12 – Facebook friend 
smart lists 
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2.1.9 Twitter authorization for third party access 

The popular Twitter microblogging service allows users to share short messages with each other. The 

user needs to create an account in order to 

use this service, which is created in a similar 

way to the account creation described for 

Google and Microsoft accounts. 

In addition to its microblogging service, Twitter 

allows users to use their account to log in to 

other services, and to allow these other 

services to access personal data stored on 

Twitter and to perform actions such as post 

messages.  

Before a third service may access this personal 

data and the functionality offered, however, 

the user must provide consent. This is done 

through a mechanism depicted in Figure 14. 

The informed consent mechanism provides 

some clear information in accessible language, 

and offers two choices: to sign in (and hence 

accept), or to cancel (and thus decline).  

 

Figure 14 – Sharing Twitter information with a 
different service 
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2.2 Expert assessment 
In the previous sections we discussed the assessment framework to determine best practices for 

informed consent mechanisms, and described a set of eight consent mechanisms spanning four 

typical use-cases that relate to SWELL applications: privacy policies and agreements, website cookie 

controls, consent on mobile devices, and sharing consent in social networks. 

The project team applied the assessment framework to the informed consent mechanisms in a 

simple exercise in which each team member, four in total, scored each mechanism on the different 

criteria. Significant differences in scores were discussed and where necessary adjusted, and the 

average of the four scores is used as an indication of how well the mechanism performs with regards 

to the criterion. The result of this exercise is shown in Table 1. 

 

 

Table 1 - The assigned score is the (rounded) average of an estimate by 4 experts. The score gives an 

indication on how well the consent mechanism performs with regards to one of the criteria: 

1 = very poor, 2 = poor , 3 = average, 4 = good, 5 = very good 

 

A number of consent mechanisms stand out with regards to their overall scores: the British Telecom 

Website Cookie Controls, both social networking sharing settings, and the Twitter authorization for 

third party access. With the exception of the Dutch Public Broadcast cookie controls and the Android 

App installation consent, however, the other mechanisms were not far behind. 

The best-scoring consent mechanisms use a visual intuitive interface for adjusting privacy settings 

and are designed to give the user a quick insight in what is shared with whom, without obstructing 

the user too much in the use of an application. A prime example of this are the social networking 

sharing settings used by Google in its “Circles”: users can intuitively and proactively control what to 

share with whom. Another example of how to strike a balance between usability and control is the 

layered consent mechanism used by the British Telecom website. This mechanism both provides the 

user with a somewhat more fine-grained level of control while providing direct disclosure on the 

consequences of choosing a specific ‘layer’ of consent. 
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Creating a Google Account 3 3 4 2 4 3

Creating a Microsoft account 3 3 3 3 4 3

Dutch Public Broadcast Website Cookie Controls 3 3 2 2 2 2

British Telecom Website Cookie Controls 3 3 4 3 4 3

Android App Installation Consent 1 2 3 2 2 3

Google Latitude Location Quality Control 2 4 4 3 4 3

Google Circles Social Networking Sharing Settings 4 4 4 3 4 4

Facebook Social Networking Sharing Settings 4 4 4 3 4 4

Twitter authorization for third party access 3 4 4 3 4 3
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Assigning a score for the ‘competence’ criterion turned out to be difficult: usually a mechanism will 

score good on this criterion when it is designed to be a good ‘fit’ with the competence of the 

intended user group, which is especially relevant when designing for digital less literate, children, or 

other specific groups.  

One issue that does not show itself in the score but which was noted when discussing the different 

consent mechanisms is a tension between minimal distraction and the other criteria. Providing full 

disclosure in a comprehensible way with a meaningful level of agreement usually requires the user’s 

involvement to some extent. However, a logical assumption would be that the more the user is 

involved in changing privacy settings, the more the user is distracted from the task for which the 

user wants to use the application. One explanation for why this assumption does not seem to hold in 

the scores of the mechanisms (i.e. higher score on minimal distraction does not correlate with lower 

score on other criteria) is that a well-designed visually attractive mechanism is not experienced as 

being a distraction, even though it requires user involvement.  

2.3 Conclusions 
The assessment of some broadly used consent mechanisms in this chapter yielded some useful 

insights. The main challenge in designing a consent mechanism, viewed in the context of the 

assessment framework used here, is in providing full disclosure to the user, offering a meaningful 

choice, while distracting the user as little as possible from the task at hand. While there is a tension 

between these two aims (involving the user in making an informed choice and not interrupting the 

user), some of the examined mechanisms appear to overcome this tension.  

Some key aspects of good consent mechanisms are: 

1. using intuitive, visual controls; 
2. offering a number of layered choices; 
3. providing a brief and easy to comprehend overview of the consequences of each choice. 

 
Each of the consent mechanisms is based on setting a policy that a system or platform should follow, 

rather than providing consent at each and every instance in which personal information is shared. 

One example of this is the authorization for third party access used by Twitter, and some 

comparable services. By authorizing the third party’s access, the third party may, under certain 

conditions, use the personal information disclosed by Twitter. This consent, and hence the policy of 

sharing personal data with the third party, may be revoked at any time.  

In the context of this report, it is worth noting that some generic context information is part of most 

of the policies set through the consent mechanisms, e.g. specific purposes for which the data may be 

used, or what parties the data may be shared with. 
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3 Providing high-quality informed consent 
In this chapter we discuss how users of SWELL applications can be empowered by giving them high-

quality informed consent. In Section 3.1 guidelines for informed consent are discussed. In Section 3.2 

the types of relationships between the user and the provider that are necessary for empowering the 

user are described. Finally, in Section 3.3 an architecture for context-based informed consent is 

sketched, which will contribute to minimal distraction of the user in the process of giving informed 

consent. 

3.1 Guidelines for informed consent 
In the previous chapter we assessed several cases of informed consent. We did this in order identify 

best practices with regard to informed consent that may be used for context-based informed 

consent in SWELL applications. 

In the coming six subsections we build on these best practices and supplement them with relevant 

insights from research in the domain of privacy and informed consent, resulting in a  set of 

guidelines for high-quality informed consent for SWELL applications. We continue using the six 

criteria for good informed consent from the previous chapter as a basis for the discussion of these 

guidelines, since they provide us with a relevant categorisation of the guidelines. This is done from 

the perspective of solutions that help providers of informed consent, especially in the SWELL-

domain of wellbeing at work,  to meet these criteria. We will clarify the guidelines by means of 

examples based on the SWELL case presented in Chapter 1. In each of the following subsections we 

use a table with three columns named “Guidelines”, “Examples” and “Suggestions” to present the 

guidelines associated with the criterion discussed there. The examples are taken from the SWELL use 

case discussed in Chapter 1, and tips are only given if applicable.   

3.1.1 Disclosure 

All information the user needs for informed consent needs to be disclosed: 

Guidelines Examples Suggestions 

(1) Always ask the five 

questions as given in Section 

2.1.1: 

• What information 

will be collected? 

• Who will have 

access to the information? 

• How long will the 

information be archived? 

• What will the 

information be used for?  

• How will the identity 

When answering the question “What will the 

information be used for?” in the SWELL use case 

during installation, when the system asks John to 

share his GPS locations and Outlook Calendar 

information, the system should inform John in 

the following way:  

The monitor will use  

- your GPS location and  

- your Outlook Calendar 

in order to: 

- estimate your  physical activity 

- estimate the amount of time you spend 

If possible, 

examples from 

the data of the 

user could be 

used to make it 

easier for the 

user to imagine 

what the impact 

of a decision will 

be. In this case 

this will not be 

possible because 

the system does 

not have access 

to this data yet. 
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of the individual be 

protected? 

While doing so, be as 

accurate and precise as 

possible and specify the 

possible benefits and harms 

for the user. 

sitting 

- determine  if it suits you when the 

systems (1) wants you to provide 

information or (2) wants to ask you for 

consent. For instance, you should not be 

disturbed while driving your car. 

Possible benefits: 

- The system can be more precise about 

the number of calories that you use than 

when it can only monitor your 

movements via the GPS locations 

measured by your phone. 

- The system will disturb you less in 

moments you should not be disturbed 

Possible harms: 

- This is sensitive data that could be 

misused when it falls into the hands of 

unreliable third parties, for instance, 

burglars that can figure out that you are 

not at home at a specific moment.  

But in a case 

where a third 

party askes for 

access to data of 

the user (for 

instance, John’s 

neighbour who 

will get access to 

John’s calendar), 

some examples 

from John’s 

calendar  could 

be displayed, in 

order to make it 

clear what kind 

of information 

this decision 

concerns.   

(2) Address important 

values, needs and interests 

of the user when answering 

the five questions from 

Section 2.1.1. Whether a 

specific kind of use of data is 

harmful, acceptable or 

useful differs per person, 

per social situation and per 

context (Dourish and 

Anderson, 2006; 

Nissenbaum, 2004; Lipford 

et al., 2009) 

The type of relationship two persons have, is 

often indicative for the type of information these 

persons are willing to share. For instance, often 

people share less (intimate) information with 

colleagues than with friends. A way to address 

important values, needs and interests of John 

would be to make him aware of the possibility to 

share information on different levels of 

granularity when choosing to share information 

with his boss. The system could make John aware 

of the fact that he could share only progress 

reports with his boss and that he needs not share 

actual activity patterns. 

Perform 

research to chart 

your audience 

and the types of 

contexts and 

situation the 

system will be 

used in. 

 

3.1.2 Comprehension 

The user should understand the information that is disclosed to him. Rubinstein and Good (2012) 

recently argued for the importance of user interface design for privacy that supports 

comprehension. After viewing the information the user should:  

- be able to restate in different words what has been disclosed  

- be able to apply what has been disclosed to a set of hypothetical events. 
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Guidelines Examples Suggestions 

(1) In order to disclose 

information to the user as 

precise and accurate as 

possible, attention needs to 

be paid to the language use 

of the message to the user. 

Especially no mitigation (of 

possible dangers) and 

enhancement (of possible 

benefits) and no obfuscation 

of reality (for instance 

responsibility or causality) 

should take place (Pollach, 

2005), because these 

language patters conceal the 

implications or 

consequences of what is 

being explained to the user.  

Here we give some bad examples of language use 

in order to make clear which language use to 

avoid.  

An example of mitigation in the dialog the system 

has with John is: The monitor will occasionally 

use  

- your GPS location  

- your Outlook Calendar 

“Occasionally” mitigates the fact that data will be 

collected by the system. Compare this to the 

example belonging tot guideline (1) about 

disclosure. 

An example of enhancement in the dialog the 

system has with John is: Possible harms: 

This is sensitive data that could be misused when, 

despite of our extremely high level of security, it 

falls into the hands of unreliable third parties, for 

instance, burglars that can figure out that you are 

not at home at a specific moment. 

The phrase “despite of our extremely high level 

of security” or at least the word “extremely” 

enhances the security of the system. Compare 

this to the example belonging tot guideline (1) 

about disclosure.in the row above. 

An example of obfuscation of reality in the dialog 

the system has with John is: Data that will be 

used is:  

- your GPS location  

-  your Outlook Calendar 

The phrase “will be used” obscures the 

responsibility for the use of the data by using a 

passive form.  

Hire an 

independent 

professional to 

check the texts 

on the basis of 

this guideline. 

(2) Use visualisations, 

quality labels and scores in 

order to give users a quick 

impression of the level and 

An example of the use of visualisations, quality 

labels and scores in the SWELL scenario 

concerning John is: When John is initially asked to 

share his GPS locations and his Outlook Calendar 
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the character of their 

privacy protection. (WEF, 

2012, p.19; Richter Lipford, 

et al., 2009) 

with the application, the five questions from 

disclosure-guideline number (1) will be answered 

for him. When answering the fifth question (How 

will the identity of the individual be protected?), 

the system could use traffic light colours as a 

visualisation to indicate the level of protection. 

This could even be used as a quality label if an 

independent organisation that assigned the label 

is revealed.  

(3) Structure the informed 

consent window in an 

application in a uniform way 

so that users know where 

they can find specific 

information, such as the 

attributes they need to 

decide about or the possible 

benefits of sharing these 

attributes.  

See Section 3.1.1, the example of disclosure-

guideline number (1): The four types of 

information as presented in this example of 

disclosure should be given a fixed position in the 

consent window in which this information is 

presented to the user, for instance:  

- Top left: the data the monitor will use, 

- Top right: the goal of the use of the data,  

- Bottom left: the possible benefits and  

- Bottom right: the possible harms 

 

 

3.1.3 Voluntariness 

The user should give consent voluntarily. An action is voluntary if it is not coerced or overly 

manipulated:  

Guidelines Examples Suggestions 

(1) The decision of a user 

about sharing (or not 

sharing) specific data with a 

system or with third parties 

should be made without any 

coercion or at least with as 

little coercion as possible. 

This could be achieved by 

still offering the user an as 

reasonable as possible 

service if the user decides 

not to share specific data. 

If John is not willing to share his GPS location 

with the monitoring application, he should be 

offered an alternative way to make it possible for 

the system to calculate the number of calories he 

uses, for instance based on the gyroscope in his 

phone or on a diary he fills in by hand.  

 

(2) The choice of a user 

when deciding whether or 

not to share specific data 

should be voluntary in the 

sense that there should be 

If John is asked to share his GPS location, his 

Outlook Calendar and the wifi-spots his 

smartphone registers while the last type of data 

is not necessary or not used by the system, this is 

Explaining to the 

user what 

specific 

attributes are 

used for, will 
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no manipulation of options: 

don’t ask the user for more 

information than is 

necessary. 

a manipulation of options. help to prevent 

the service 

provider from 

asking 

unnecessary 

data from the 

user. 

(3) The choice of a user 

when deciding whether or 

not to share specific data 

should be voluntary in the 

sense that there should be 

no manipulation of 

information:   

- do not overwhelm the user 

with information  

- do not use information to 

take advantage of people’s 

fears or anxiety (e.g  do not 

use persuasive appeals 

(Polloch, 2005)). 

 

If the monitoring system is overwhelming John 

with too many informed consent choices, this 

might seduce John choose an “accept all” option. 

Keep in mind the 

guidelines under 

“minimal 

distraction” to 

avoid 

overwhelming 

the user. 

(4) The choice of a user 

when deciding whether or 

not to share specific data 

should be voluntary in the 

sense that there should be 

no psychological 

manipulation: do not change 

the individuals mental 

process, e.g. by flattery, 

relationship building 

(Polloch, 2005) or guilt 

induction. 

If the monitoring system addresses John with 

second-person pronouns (e.g. you/your) when 

asking him for consent this will create a certain 

level of intimacy between John and the (service 

provider of) the system. This will result in more 

trust by John in the system (Weber and Carter, 

1998). This trust is not based on facts, and is 

therefore undesirable.  

 

 

3.1.4 Competence 

Users should possess the mental, emotional, and physical capabilities to give informed consent: 

Guidelines Examples Suggestions 

Take into account the One way to take into account the competence of When designing 
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capabilities of the user that 

is  asked for consent (child, 

adolescent, Alzheimer’s  

patient, physically 

handicapped). 

users with regards to consent mechanisms is to 

analyse the characteristics of specific user 

groups, and develop an user interface that is 

adjusted to these characteristics. In the 

‘ePartners that Care’ project, a work package 

performed some research into developing 

eCoach privacy settings for specific user groups, 

such as elderly or adolescents.  

As older adults sometimes struggle with learning 

new technology or new technological concepts, 

the ePartners that Care project proposes that the 

user interface for privacy management should 

provide the user with a familiar experience. This 

experience may be provided by using familiar 

visual metaphors, as shown in a mock-up screen 

in Figure 15. 

 

Figure 15: privacy settings for elderly 

(source: ePartners that Care project9) 

For the user group of younger adults it is more 

important that privacy controls allow for a high 

level of control and engaging interactivity. Here 

also, visual metaphors are more appealing to 

adolescents than textual information. An 

example of a mock-up privacy control interface is 

shown in Figure 16. 

a user interface 

for managing 

SWELL 

application 

privacy policies, 

having a clear 

understanding of 

the target user 

group is 

important. For 

example, what 

type of 

communication 

(visual 

metaphors, 

photos, video, 

text, …) is most 

suitable for 

bringing across 

the way personal 

data will be 

handled, and 

how may 

controls be 

designed so they 

are useable and 

understandable 

for the user 

group? 

                                                           
9
 TNO, ePartners that Care about Privacy, 2012 
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Figure 16: privacy settings for 

adolescents(source: ePartners that Care 
project) 

 

3.1.5 Agreement 

The user should have a reasonably clear opportunity to accept or decline to participate:  

Guidelines Examples Suggestions 

(1) Opportunities to accept 

or decline the use of specific 

data should be ongoing. Pre-

provisioning of consent 

when a user starts using a 

certain system is not 

enough. It should be 

possible to revoke previous 

choices and make new 

choices about sharing data 

all the time by means of a 

consent dashboard. Also, 

the user should be asked for 

permission (for instance, via 

a pop-up window) any time 

the system or a third party 

would like to use data the 

user did not give consent for 

yet.   

In the SWELL case, the CBS wants to use Johns 

data after John has been using the system for 

some time. In order for the CBS to use John’s 

data, he is asked to give consent for sharing his 

activity patterns, his food diary and his weekly 

weight measure. John agrees since he trusts the 

CBS and since the data will be stored in an 

anonymized way by the CBS.  

 

(2) Opportunities to accept 

or decline should be visible 

and readily accessible so 

When john is using his activity monitor, he always 

sees a yellow icon of a dashboard that he can 

click whenever he wants to view or make changes 
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that users can always view, 

revoke and adapt earlier 

decisions.    

to his consents. The dashboard enables him to 

control his consents at any time.  

 

3.1.6 Minimal distraction 

The drawback of interactive consent is its intrusiveness. The user has to give consent to potentially 

numerous requests that cause undesired distraction. To minimise consent distraction we propose 

the following:  

Guidelines Examples Suggestions 

Take into account the 

context prior to asking 

consent or for selecting an 

appropriate consent 

modality.  

Don’t ask for consent if John is in a meeting. 

Delay the consent question till after the meeting.  

If John is driving, don’t present an informed 

consent on the mobile phone, use the car’s audio 

system to ask for consent.  

Users typically 

have plenty of 

time to give 

consent 

between 

meetings or 

while in transit.  

Make the consent 

infrastructure intelligent by 

allowing it to learn from past 

consents.  

If three colleagues have asked John for consent 

regarding location information, the consent 

system should not ask consent for a fourth 

colleague, but must be capable of asking the user 

to give consent for all his colleagues. This will 

reduce the intrusiveness of the consent system.  

 

Prior to launching a new 

service that requires 

personal information 

determine the purpose of 

the service.  

If the purpose of the service changes (e.g. 

becomes broader), a new consent has to be 

obtained from John. For instance, TomTom 

should have asked for a new consent when they 

decided to use location information not only for 

navigational purposes but also for traffic jam 

notifications.  

 

 

3.2 Relationships  

3.2.1 User centric identity 

User-centric identity management – also referred to as Identity 2.0 –  focuses on user empowerment 

in sharing personal information and self-determination in establishing relationships with relying 

parties. User-centricity distinguishes itself from other notions of identity management by 

emphasizing that the user maintains control over ‘what, where, when, and to whom’ a user’s 

identity attributes are released. These attributes are typically provided by an identity provider. 

Examples of such identity providers are Qiy (a personal data store initiative in The Netherlands) or 

Facebook.  
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We explain the difference between the user centric identity and (the traditional) identity provider 

centric approach is shown in Figure 17 below. Clearly, in the identity provider centric model the user 

is unaware of what identity information is communicated between the identity provider and the 

service provider also called relying party; the only thing the user has to do is to authenticate himself 

towards the identity provider. In the user-centric model the user is, besides an authentication 

session during e.g. the creation of an information card, also asked for consent regarding the identity 

provider to be used and the attributes to be communicated to the relying party.  

 

 

Figure 17: Identity provider (IdP) centric (left) versus User-centric (right) identity 
management. The numbers reflect the sequence of the message flow.  

Trust in user centric identity management still needs to be established. The relying party has to trust 

the user’s identity provider. However, being in the credential exchange loop, the user can be made 

liable for the credentials he has provided thereby allowing for a more relaxed trust relationship 

between the relying party and the identity provider.10 On the other hand, the user is offered the 

means to control what credentials are exchanged with relying parties thereby guaranteeing his/her 

privacy. This implies that there also is a strong trust relationship between the user and the identity 

provider. Actually, it can be argued that the true value of an identity provider is not the data they 

have about the person, but rather the relationship they have with the person.11 The identity provider 

needs to provide much more than just the identity information – they need to establish the terms 

under which the identity can be used by the relying party as well provisions for damages should the 

relying party abuse the identity data or should the identity provider provide untrue identity data. 

Basically, the identity provider should adhere to the above-mentioned requirement for informed 

user consent and its criteria regarding disclosure, comprehension, voluntariness, competence, 

agreement, and minimal distraction. 

                                                           
10

 Gartner, A Relationship Layer for the Web . . . and for Enterprises, Too, 2008, see 
http://www.gartner.com/id=1405328#h-N66371. 
11

 Burton blog post on relationships, see http://drstarcat.com/archives/55. 
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3.2.2 Meta context 

Who we are is always defined in context. The relationship of a user with his wife is entirely different 

than the one he has with his colleagues or physician. Because of this, the user is a different person 

with them than he is with his wife. The context of the relationship between the user and the identity 

provider will define the kind of identity about the user that they possess. And that relationship 

should be made explicit when the identity provider shares that identity with a relying party. Legal 

purpose limitation (e.g. the law allows governmental organisations to use identity information) or 

domain specific limitations (e.g. in a medical or financial context) are other contexts that determine 

the release of identity attributes. Such contextual aspects (i.e. relationship or meta data) should 

somehow be communicated alongside the identity attributes. Via this meta-data the identity 

provider can enforce proper usage of identity information by the relying parties.  

3.3 Context-based consent 
Due to the inherent intrusiveness of user informed consents, such services are most beneficial for 

the user if they adapt to the current context of the user. It is for instance not practical to ask the user 

for consent in text modus when he is driving. "Context" to this end, may include the user's location, 

terminal capabilities, user preferences, user situation (work vs. leisure etc.), sensor data and many 

other kinds of information. In order to make user consent truly context sensitive - beyond what is 

offered today - fragments of user context profiles will be collected, stored and interpreted at 

different places and by different players, and they will need to be communicated and matched 

against each other. The outcome of this effort can be used to reduce the intrusiveness of user 

informed consent questions. A specific approach to achieve this is to learn and propose generalized 

policies based on past consent replies, e.g., if a user always accepts location requests from 

colleagues while working, to propose this as a policy. This may give better results than only 

proposing the same (default) generalizations to all users. Another improvement to reduce 

intrusiveness is to delay the consent request (when possible) to a time that a user considers it less 

intrusive, e.g., not during but right after a meeting. 

3.3.1 Architectural approach 

An informed user consent mechanism should be part of a context infrastructure. Such a context 

infrastructure is a middleware layer that facilitates development of context-aware applications by 

offering context management, context reasoning, privacy and other generic functionalities.  

The context infrastructure provides interpreted context information to the consent service that is 

typically hosted at the identity provider. When a request for identity information comes in at the 

identity provider and the existing privacy policies don’t provide a definite answer on whether or not 

to provide access, the user is asked for consent via the interactive consent client. Prior to asking 

consent, the identity provider obtains context information and decides whether or not to ask the 

user for consent.  

Figure 18 provides a high-level view of the architecture and illustrates all the steps that are taken in 

this process.  
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Figure 18: User consent architecture and message flow. 

Physician Bob uses an application to see Alice’s obese progress (1). The application requests obese 

information at the identity provider of Alice (2). The policy for accessing this information has been 

configured to be interactive. In this case the identity provider fetches the context information and 

based on that information decides to ask the consent server to send a request for consent to Alice 

using the consent client running on her mobile device (3,4,5,6). Alice can inspect the request and 

based on the information provided with the request can make a decision whether to approve, deny 

or ignore the request (7). The consent is passed on by the consent client and server to the identity 

provider (8,9) that grants (in case of approve) or denies (in case of deny or ignore) access to the 

requested obese information (10). 
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4 Conclusions 
 

The ambition to strive for more user control and transparency regarding the disclosure of privacy 

sensitive data is not trivial. The ability to provide users with control over their personal data, and 

through this control to allow them to decide for themselves how to weigh the costs and benefits of 

the collection, use or disclosure of their information is even more challenging in the context-aware 

environments that are applicable to SWELL.  

Privacy control and transparency often takes refuge in consent. Consent legitimises nearly any form 

of collection, use or disclosure of personal data. Yet, consent is often being tasked with doing work 

beyond its capabilities due to the inherent complexity and contextuality of privacy. For instance 

users often read nor understand privacy policies, and if they do so, they often lack enough 

background knowledge to make an informed choice. 

Nevertheless, we believe that consent is key to facilitating some autonomy in a world where 

decisions are increasingly being about users based on personal data and automated processes, and 

where users have minimal abilities to do anything about such decisions. To accomplish this we 

propose a coherent approach to consent based on a number of principles: 

• Disclosure 

• Comprehension 

• Voluntariness 

• Competence 

• Agreement  

• Minimal distraction 

For each of these principles we provide guidelines for consent to adhere to in order to engage the 

user in an elaborate dance with the tension between obtaining and losing privacy 

control/transparency. Motivating examples and tips are provided to stimulate developers of 

applications for well-being and well-working to implement consent according to these guidelines. 

Furthermore, a context-aware consent infrastructure has been sketched to reduce the intrusiveness 

of user interactive consent.  

In the remaining SWELL WP4 activities, we will focus on implementing and evaluating privacy 

control. These activities will certainly elaborate on the consent guidelines proposed in this 

deliverable.   
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